Promised Joy: a Step-by-step Guide to Managing Project Risk
By Andrew Levitt, consultant with New Standard Institute
The ability to take on risks is often robustly praised – it is widely believed that you cannot achieve greatness without exposing yourself to great risks. By corollary, people who expose themselves to great risk are often highly valued and admired.  Many people even seek to expose themselves to unnecessary risk – evidence the vigorous gambling industry in the US.  Amusement parks provide an opportunity for individuals to trick their brains into believing that they are in danger, thus affording the fun experience of a massive release of endorphins normally triggered by near-death experiences.  Reckless driving supplies a similar endorphin rush, although presumably with a much greater actual risk, and drunk driving provides basic transportation at a comparatively massive risk.  Risk is no stranger to everyday experience, but it is also a fundamental business concept, and as such plays an important role in the management of shutdowns.
In the project management context, the word risk is simply used as shorthand for “deviation from the project plan.”  It is not, at least in this context, a challenge that requires a romantic bravery to overcome - certainly the ability to take risks in life is an admirable trait, but for out purposes, risks are to be minimized and mitigated.  It is not necessarily unforeseeable, nor is it impossible to plan for. That said, risk is not avoidable, nor somehow the result of poor planning or lack of knowledge.  As Frank Drebin said in Naked Gun:  “There is always risk. Like getting up in the morning and crossing the street... Or putting your face in a fan.”  You cannot eliminate risk through experience, confidence, or a superhuman work ethic, although these all certainly help along the way.  All that you can do is manage it.

In shutdown management, risk derives from two sources: inaccurate estimates, and unforeseen events.  Both can be due to poor planning – a poorly made estimate that is not realistic will not be reflected in reality, while tasks that are omitted from the project plan due to lack of expertise or carelessness will cause major deviations from the plan.  The less expertise that goes into a project plan, the higher the risk, and the more aggressive the project plan, the higher the risk. However, shutdowns have a large component of inherent uncertainty which has nothing to do with poor planning – usually estimates are inherently vague, and sometimes planners know that there may be many more or fewer tasks required than planned for.  So shutdowns are inherently risky, despite the most rigorous planning. As the Scots poet Robert Burns waxed in 1785:

The best-laid plans of mice and men
Often go awry,
And leave us naught but grief and pain
For promised joy.
What we want to focus on is managing the risk. Sometimes this means eliminating it, but more often than not it means expecting it and minimizing it.    Risk management is widely considered to consist of four key stages; the Project Management Institute, in its book A Guide to the Project Management Body of Knowledge, defines these stages as risk identification, risk quantification, risk response development, and risk response control.

These steps should be carried out after a complete set of plans has already been drawn up, if not for the entire shutdown, then at least for the job under scrutiny.  Continue to keep an eye on those plans that you have already analyzed, to see how changes there and in other areas might impact risk evaluations.  Also, it almost certainly does not make sense to analyze all of the risky elements of a shutdown – smaller jobs may not have an enormous impact, and the cost of a thorough risk analysis may not be justified.  Focus on tasks that you know ahead of time will be particularly risky, as described below.
Risk Identification

There are many ways to identify risk – safety engineers at nuclear power plants, for example, employ an ‘event tree’ – using a flow chart of the systems in the plant, they consider the failure of each system a possible risk, and brainstorm all of the consequences.  In the case of a shutdown, however, it is not merely the failure of a system that can be a risk.  A task can be delayed, a resource can be unavailable, activities and entire jobs not on the plan can become necessary, and safety and environmental problems can occur.  Not only is each task and resource (of which there may be thousands or even tens of thousands) a possible source of risk, but every unanticipated task and EHS problem is as well. Clearly, then, it is impossible to analyze every source of risk.  Instead, we take advantage of software filters to identify which risks (i.e. tasks and resources) would have greatest consequences or greatest probability, even before we’ve recognized them ourselves.  Essentially the filtering process mirrors the risk management process itself: identify tasks that are either much more likely to happen or that have dire consequences. Filter for:
Critical Tasks:

· Critical Path/Critical Chain tasks – delays in any task on the Critical Path or Chain will, by definition, put off the end of the project, and so are inherently important.  Moreover, tasks that are predecessors to Critical Path/Critical Chain tasks are also key tasks, and should be considered consequential.  All project management software packages have Critical Path filters built in; several Critical Chain add-ons are available for Microsoft Project.
· Unfamiliar tasks – build an expertise or confidence rating field into your project’s task records along with custom filters to distinguish unfamiliar tasks, so that risk managers can identify those estimates that might be faulty and tasks that might be foreign to workers. 
· Aggressive estimates– these are inherently more risky than moderate estimates – it is best to avoid aggressive estimates altogether.

· Tasks with multiple predecessors – the more predecessors, the more opportunities for a delay in task start. Some software packages include a many-predecessors filter, while others can be programmed to filter for tasks with many predecessors

· Expensive tasks – these tasks are longer and require more resources, and as such are more complex as well as more important.  Cost filters are built-in to all project management programs.
· Tasks later on in the shutdown – these may be more risky than early tasks, as workers have been working under pressure for long days and weeks for quite a while.

· Tasks that have presented problems on past shutdowns – thoroughly review lessons learned on past shutdowns for safety incidents, environmental incidents, duration overruns, and the development of unanticipated tasks.  Tasks that reflect similar situations or that involve similar or identical equipment should be considered risky.  This requires a good deal of manual footwork.
· Tasks on special equipment – all equipment in a plant is vital, but some of it is very difficult to replace or fix, is very prone to breakdown, is central to operation of the entire plant, will trigger an enormous amount of work if it fails, or is otherwise sensitive.  This may be the most important filter criterion, and again requires expertise and manually tracking down information.
· Hazardous tasks – EHS problems are more likely on some tasks than on others; welding, work at height, tank entry, and confined space tasks are all inherently hazardous. Build this information into your project database together with custom filters.  This criterion is also of primary importance.
Tasks Using Critical Resources:

· Specialists – all work resources have a chance of becoming unavailable, either due to illness, unanticipated vacation, or other eventualities.  However, difficult to replace specialists of which there are very few or only one on the shutdown can cause serious problems if they cannot perform their tasks.  Make a note of the degree and exclusivity of specialization in your project management software.
· Limited resources – even if you have many workers of one specialty, you may have even more demand for work of that type than you have resources to perform it. The completion of tasks requiring such resources is limited by resource availability, rather than other physical constraints. If any of these resources becomes unavailable, project completion time can be compromised.  Pay attention to which resources cause lots of load leveling – these are limited resources.
· Special materials –holdups with special materials, like specialists, can wreak havoc with a project plan.  Build information concerning the ease of procurement of materials into your project management software, and filter for difficult-to-obtain materials.
· Inexperienced resources – contractors that you have not worked with before as well as new hires can be a source of risk.  Again, create fields and filters for this data.
Project management software can be set up to track and filter for all of this information, making it an invaluable tool for risk identification.  Configure your program to make it easy to filter for critical tasks and tasks that use critical resources – this will make it easier to plan for risk response.  

Once you’ve identified a group of candidates for risk analysis in your project management program, you can either export the list for management outside of the software, or you can have a few custom fields built into the program to accommodate the results of the risk analysis internally.  Analyzing risk from within your project management program benefits from the collaboration tools already built-in, so it is a good option despite the technical challenges.  It will also be useful to build a few reports listing your risky tasks and their parameters.
Risk Quantification

Risk quantification can be an exact science or an exercise in vague wizardry, depending mostly on how much past information you have available. For each risk, you should, at minimum, establish a probability that the risk will occur and the magnitude of the consequence.  This gives you an opportunity to further filter down your list of significant risks – remember, all of your tasks and resources constitute some kind of risk, and the object of risk analysis is to plan for significant risks.  
Risk consequence analysis requires the determination and comparison of three values – tolerance level, cost, and priority.

Risk tolerance means evaluating how much risk your organization is willing to accept – a large company with a billion-dollar operations budget is likely to accept a risk of several tens of millions of dollars, whereas a company with a thirty million dollar operations budget may be put out of business by the occurrence of such a risk, making risk mitigation considerably more important. Risk tolerance values provide a yardstick with which to compare the magnitude of shutdown risks.  Remember that your tolerance for cost overruns is separate from your tolerance for EHS issues – you may afford to lose 10 million dollars, but you likely are not content to lose any lives or destroy your community’s environment.  Come up with numbers for your tolerance of each of cost, customer relations, health, and environmental impacts.  Record these in your project files.
Next, assign a cost to the risk.  Perhaps the most viable way to do this is to assume the worst, create a project around that, and evaluate the cost of the worst-case scenario versus the original plan. Assuming the worst can be quite an involved step – collect as many experts as you can into a meeting, and brainstorm on all the possible things that can go wrong.  Allow for errors in planning, expected deviations from the plan that stem from wrong assumptions about asset condition, the effects of weather, and problems with resources.  Remember to include the cost of lost production as well as the cost of increased labor, and bear in mind the consequences for other tasks that are dependent on this task in question.  Consider also the true cost of shutdown overruns – will supply contracts be violated, jeopardizing client contracts?  This will give you an idea of the magnitude of the risk as compared to your risk tolerance.  For tasks that you know to be low consequence, it may be worthwhile to simply estimate a cost of consequence value, since there are so many risks on a shutdown.  Record this value in your spreadsheet or in a field in your project management program.
EHS factors should weigh more heavily than operations costs.  Substantial danger to human life and environment is simply unacceptable.  If  a risk can be considered to involve more than acceptable risk to human life or the environment, it needs to be eliminated or mitigated to acceptable levels.  Of course the level of acceptable risk is arbitrary – your organization may have already adopted an acceptable risk policy with respect to human life, or you may have to define one yourself; nuclear power plants safety engineers, for example, consider one life lost for every 30 years of operation to be an acceptable level of risk.  Secondarily, consider also the cost of an EHS incident to company reputation, the cost of human life, and the cost of restoring the environment.  In order to determine EHS risk, again assume the worst, follow the same brainstorming process, and plan out scenarios in detail.  For each step of the worst-case scenario plan, estimate the EHS consequences, and then add them up.  These should be stored in a separate field from the financial consequences.
Finally, determine the probability that a risk will occur. If you enjoy a wealth of past data, you could initiate a data-driven event tree and calculate the respective probabilities of each element of the event chain to come up with quantitative probabilities. However, since there are by definition so many risks and so few shutdowns, it is very unlikely that you will have enough data to perform an event tree analysis.  Instead, you might review past incidents for general patterns, and then come up with some rough figures. Or, call another brainstorming session, and take advantage of the combined experience of as many experts as you can. You estimates will invariably be imprecise, but they will be based on past experience, and they will give you an idea of what to look for; an imprecision of 100% is far better than an imprecision of 500%!  Put his value in your spreadsheet or project management software. 
Look again at the filters used to determine risky tasks – many of these reflect a probability assessment. So tasks that are costly, unfamiliar, have aggressive estimates, have many predecessors, occur later on in the shutdown, or have caused problems in the past are more likely to be risky. Many of these parameters are continuous, so that the more costly the task, the more likely it will deviate from the project plan, and the more predecessors the task has the more likely it is to have problems. 

Let’s not overlook PERT and Monte Carlo duration estimate methods – these allow you to enter worst case, expected, and best case durations for each task. Project management software can then extrapolate the likelihood of a task’s starting on a particular date, and Monte Carlo calculations can make such results even more elaborate, perhaps even more accurate.  Tasks that are not very likely to begin on their planned date are, of course, more likely to fail than those that are likely.  Think of PERT as a way to quantify the confidence that a planner has in their duration estimates, and Monte Carlo calculations as a way to figure the cumulative effects of these uncertainties throughout the project.

Combine the probability that a risk will occur with the cost of the risk and compare with your tolerance for risk, representing your level of acceptable risk – many people actually multiply these two values.  If you feel that the task is more risky than your tolerance, note this in a field in your list or project management software. These risks must be managed.  Risks that are better than acceptable can be left alone. Prioritize your list of risks, separating those that must be managed from those that do not. 
Risk Response Development
Planning is bringing the future into the present so that you can do something about it now.
 -Alan Lakein
Many risks can be avoided or mitigated ahead of time by taking specific measures or performing the task in a different way. For example, the risk of falling from a high catwalk can be avoided ahead of time by erecting a temporary guard rail, or the risk of slipping in a tank can be avoided through the use of harnesses.  Or, perhaps you’ve planned to perform minimal work on an apparently intact piece of equipment which is in fact in need of total overhaul - the risk that these plans need to be totally reworked can be eliminated through non-invasive inspection of the equipment. This type of risk mitigation reduces or eliminates the probability that the risk will occur.
You can also attack the consequences or cost of a risk beforehand; for example, the consequences of an important resource becoming unavailable can be lowered by training or hiring an equivalent specialist.
Although you should handle risks ahead of time as much as possible, many risks will still be above your acceptable threshold despite your best preparations, and so must be further managed.

For each risk that remains significant after taking mitigating steps ahead of time, first determine a trigger or set of triggers that indicate that the risk has occurred or is about to occur.  By identifying triggers, you minimize your reaction time for the implementation of contingency plans.  To determine triggers, call another brainstorming meeting with experts that are familiar with the risk.  Find out how they would know that the risk has occurred, and then work back from there to the earliest indicator.  Try to find indicators that would be apparent in the project plan during updates, such as a particular pattern of overtime or the heavy use of a certain type of specialist resource.  Build filters in your project management software that represent this behavior, so that during the project you can check once a day to see if these patterns are happening.  Be sure to assign responsibility for monitoring the risk if you don’t do it yourself – supervisors and contractors also can be given access to project data.  Each risk can only happen during the period that the relevant tasks are in progress, so build a risk-watch schedule.  In order to closely track possible indicators, you may need to gather more information than you would otherwise. For example, if the risk is the production and delivery of a critical material, you might call the manufacturer at each step of its production, just to make sure that it is on track.

Next, draw up contingency plans for what to do in the even that the risk does indeed take place – these minimize the cost and consequence of the risk by minimizing reaction time and maximizing response efficiency. If a piece of equipment is in far worse shape than expected, the set of tasks required to bring it up to operational condition should be drawn up and saved for quick insertion into the project plan file, work packets already prepared, and parts either already on hand or ready to be ordered quickly without much hunting down of relevant information.  This allows work to begin as soon as possible.  Since most risks in shutdowns come from unexpected emergent work, contingency planning is a great source of progress for managing shutdown risk.
Risk Response Control
After you’ve implemented any risk elimination and mitigation measures and begun your shutdown, you need to monitor for two things: the triggers that you’ve already determined for expected risks, and the occurrence of unexpected risks.  Unexpected risks should of course be responded to quickly, and their causes well documented to assist in future shutdowns.  Expected risks should be monitored using the risk schedule you developed.  Analyze project indicators, the plant floor, and communications from supervisors for evidence of triggers.  If any triggers have happened, investigate further to see if the risk has indeed occurred, and if so then import your contingency plan into the project plan and rearrange task schedules as necessary to accommodate the extra work. For major contingencies, save a new baseline to reflect the change in plans.  Make note of the risk occurrence in reports as well.
To summarize the steps in a comprehensive risk management program for shutdowns:

1. Determine your tolerance for cost, customer relations, safety, and environmental risks;

2. Filter for high-risk tasks;

3. Using your shortened list, come up with EHS, customer relations, and financial costs for each risk;

4. Determine the probability that each risk would occur;

5. Prioritize risks based on your tolerance and the combination of each risks’ probability and the magnitude of its consequence;

6. Come up with mitigation plans or contingency plans or both;

7. For tasks with contingency plans, brainstorm a list of triggers that signify that a risk is turning sour;

8. Monitor the project during execution for triggers and unexpected risks.

If you put in the energy to complete these steps, you will have shorter, more tightly controlled shutdowns with fewer EHS incidents – in short, the cost of planning to this degree is more than returned through improved project performance.

Resources

Many of the ideas in this paper were inspired from a Microsoft TechNet article at http://www.microsoft.com/technet/prodtechnol/project/project2000/plan/assrisk.mspx
The Project Management Institute’s A Guide to the Project Management Body of Knowledge is an excellent resource for project managers of all ilk:

A Guide to the Project Management Body of Knowledge: PMBOK Guide, 3d edition. Newtown Square: Project Management Institute, Inc, 2004.
Three excellent guides to shutdowns:

Brown, Michael V. Managing Shutdowns, Turnarounds, and Outages. Indianapolis: Wiley Publishing, Inc., 2004.
Lenahan, Tom. Turnaround, Shutdown and Outage Management. Burlington: Butterworth-Heinimann, 2006
Levitt, Joel. Managing Maintenance Shutdowns and Outages. New York: Industrial Press, 2004.
